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Ain«ndiiieats to the Claims: 

1. (original) A meihcxi of delecting intrusion attempts by nn iniposter in a communications network, 
said method comprising the steps of: 

at a victim node, determining iJiat a received packet comprises an address corresponding to 

said victim node; and in response thereto, 
transmitting an emergency packet; 

at a destination node, receiving said emergency packet and, in response thereto, generating an 

jnuusion attempt indication; 
at a destination node, detecting a carrier signal not followed by receipt of $ald emergency 

packet, and in response thereto transmitting an emergency packet request; and 
at said victim node, resending said emergency packet in response to receipt of said 

emergency packet request. 

2. (original) The method according to claim 1, wherein said emergency packet is transmitted 
within an emergency window following the end of the received packet. 

3. (original) The method according to claim 1, wherein receipt of said carrier signal is checked 
during an emergency window following the end of the received packei. 

4. (original) The meihod according to claim 1, wherein said emergency packet request is 
transmitted during an acknowledgement window that follows an emergency window. 

5. (original) The method according to claim 1 , further comprising the step*; of: 

repeatedly transmitting said emergency packet request a predefined number of times if said 

carrier signal is detected without receipt of an emergency packet; and 
generating an intrusion attempt indication upon failure to receive said emergency packet. 

6. (original) The method according to claim 5, wherein said predefined number of times equals two. 

7. (original) The method according to claim 1 , further comprising the step of sending said received 
packet along with said intrusion attempt indication to a host. 

8. (original) The method according to claim 1, further comprising the step of determining whether 
said victim node is also a destination node and if so, generating said intrusion allempi indication 
without transmitting said emergency packet. 
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9. (original) The melhod according lo claim K lurlher comprising the step of continually rcscnding 
said emergency packet with random backott times until receiving ;m indication of receipt by the 
destination node. 

to. (original) The method according lo claim I, further comprising the step of said victim node 
transmitting a regular packet lo a Network Adminisiralor entity indicating said imposter node used 
its address. 

11. (original) The method according to claim 1, wherein said method is implemented in an 
Application Specific Integrated Circuit (ASIC)- 

12. (original) The method according to claim K wherein said method is implemented in a Field 
Programmable Gate Array (FPGA). 

13. (currently amended) A method for uae in a victim nod e of detecting intrusion attempts by an 
imposter for use in a victim node in a communications network, said method comprising the sreps 
of: 

determining that a received packet comprises [[an]] a source address corresponding lo fiaid 

victim node itself : and in response thereto, 
iransmilling an emergency packet to a destination node an omcrgcney pack e t ; and 
resending said emergenc7 packet in response lo receipt of an emergency packet request 

transmiUed from said destination node. 

14. (currently amended) The method according to claim 13, wherein said emergency packet is 
transmitted within an emergency window following th e end of the said received packet. 

15. (currently amended) The melhod according to claim 13, funhcr comprising the step of 
determining whether said victim nodt is also a destination node cincl if so, generating an intrusion 
attempt indication wi^hoi^t - t - fanr,miiiing said em e rgency p aek€4. 

16. (original) The method according to claim 13, further comprising the step of continually 
resending said emergency packet with random backoff times until receiving an indication of receipt 
by the destination node. 

17. (original) The method according to claim 13, wherein said method is impfemenled in an 
Application Specific Integrated CLcuii (ASIC). 
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18. (original) The methcxi according (o claim 13, wherein said method is implemented in u Field 
Programmable Gate Array (FFGA). 

19. (currently amended) A method for use in a destination node of detecting inlrusion attempts by an 
imposier in a communicalionj; network, $aid method comprising the steps of: 

receiving a received packet transmitted over said communications network; 

listening during an emergency window for the presence of carrier signal; 

if carrier signal is detected daring said emergency window and an emergency packet is 

received Subsequent thereto, generating an intrusion attempt indication; and 
if carrier signal is delected during siiid emergency window and no emergency packet is 

received subsequent thereto, transmitting an emergency packet request and repeating 

said step of listening. 

20. (original) The method according to claim 19, wherein receipt of said carrier signal is checked 
during said emergency window following the end of the received packet. 

21. (original) The method according to claim 19, wherein said emergency packet request Ls 
transmitted during an acknowledgement window following said emergency window, 

22. (original) The method according to claim 19, further comprising the steps of: 

repeatedly transmitting said emergency packet request a predefined number of times if said 

carrier signal is detected without receipt of an emergency packet; and 
generating an intrusion attempt indication upon failure to receive said emergency packet. 

23. (original) The method according to cUiim 22, wherein said predefined number of limes equals 
two. 

24. (original) The method according lo claim 19, further comprising the step of sending said 
received packet along with said intrusion attempt indication to a host. 

25. (original) The method according to claim 19, further comprising the step of continually 
resending said emergency packet with random backoff times until receiving an indication of receipt 
by the destination node. 

26. (original) The melliod according to claim 19, wherein said method is implemented in an 
Application Specific Integrated Circuit (ASIC). 
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27, (original) The method according lo claim 19, wherein said method is implemented in a Field 
Progranunable Gale Array (FPGA). 

28- (original) Aji Applicaiion Specific Tiilegruled Circuit (ASIC) for use in a node lor detecting 
intrusion attempts by an impostor in a communications network, said ASIC comprising; 

mears for determining that a received packxt comprises an address corresponding to said 
node; 

means for transmitting an emergency packet following the end of said received packet if said 
node determines said received packet comprises the address of itself; 

means for receiving said emcrgenc"y packet and generating an intrusion attempt indication, in 
response thereto; 

means for delecting a carrier signal without Subsequent receipt of said emergency packet and 
transmitting an emergency packet request, in response thereto; and 

means lor rescnding said emergency packet in resyx^nse to receipt of said emergency packet 
request, 

29- (original) The ASIC according to claim 28, wherein said emergency packet is transmitted within 
an emergency window following the end of the received packet. 

30» (original) The ASIC: according to claim 28, wherein ii is checked for receipt of said carrier signal 
during an emergency window following the end of the received packet, 

31. (original) The ASIC according to claim 28, wherein said emergenc7 packet request is transmitted 
during an acknowledgement window following an emergency window. 

32. (original) The ASIC according to claim 28, further comprising means adapted to; 

repeatedly tntnsmit said emergency packet request a predefined number of times if said 

carrier signal is detected without receipt of an emergency packet; and 
generate an intrusion attempt indication upon failure to receive said emergency packet, 

33. (original) The ASIC according to claim 32, wherein said predefined number of limes equals two. 

34. (original) The ASIC according to claim 28, further comprising means for sending said received 
packet along with said inirusion attempt indication to a host. 
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35. (original) The ASTC according to claim 28, further comprising means for determining whether 
said node is both a victim and destination node and if so, generating said intrusion attempt indication 
without Lransmiuing said emergency packet. 

36. (currently amended) A communications station for transmitting and receiving signals to and from 
other stations cotinectcd over a shared communications media based network, comprising: 

a coupling circuit for generating a receive signal received over said network and for 

oulputling a transmit signal onto said network; 
a transmitter adapted to modulate a synchronization sequence and data to be transmitted in 

accordance with a modulation scheme so a$ to generate said transmit signal 

therefrom, said synchronization sequence comprising a plurality of symbols wherein 

each symbol is separated by a titnc delay in accordance with a predetermined 

synchfoni/ation sequence time delay template; 
a receiver adapted to demodulate said receive signal in accordance with said modulation 

scheme so as to generate a receive data signal therclTom; 
a media access control (MAC) circuit adapted to interface an application processor to said 

shared communications media, Siiid MAC circuit comprising: 

means for determining that a received packet comprises an address corresponding to 
said nod e station : 

means for transmitting an emergency packet Ibllowing the end of said received packet 
if said node s tation determines said received packet comprises the address of 
itself; 

means for receiving said emergency packet and generating <ui intrusion attempt 

indication, in response thereto; 
means for delecting a carrier signal wilJiout subvScquent receipt of said emergency 

packet and trimsmitting an emergency packet request, in response thereto; 
means for rcsending said emergency packet in resjK>nsc to receipt of said emergency 

packet request; and 

said application processor adapted to control the operation of said transmitter, receiver and 
MAC and to provide an interface between said MAC and an external host. 

37. (original) The communications station according to claim 36, wherein said modulation scheme 
comprises code shift keying (CSK) modulation. 
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38. (original) The communications station according to claim 36, wherein said emergency packet is 
transmitted within an emergency window (ollowing the end of the received packet. 

39. (original) The communications station according to claim 36, wherein detection of said carrier 
signed occurs during an emergency window following the end ol the received packet. 

40. (original) The communications station according to claim 36, wherein said emergency packet 
request is transmitted during an acknowledgement window following an emergency window, 

41. (original) The communications station according to claim 36, further comprising: 

means for repeatedly transmitting said emergency packet request a predefined number of 
times if said aurier signal is detected without receipt of an emergency packet; and 

means for generating an intrusion attempt indication upon failure to receive said emergency 
packet. 

42. (original) The communiCiUions station according to claim 41, wherein said predefined number of 
times equals two. 

43. (original) The communications Station according to claim 36, further comprising means for 
sending said received packet along with said intrusion attempt indication to a host. 

44. (currently amended) The communications station according to claim 36, further comprising 
means for determining whether said node Staiion is both a victim and destination node and if so, 
generating said intrusion attempt indication without transmitting s<nd emergency packet. 

45. (original) The communications station according to chum 36, wherein said MAC is implemented 
in an Application Specific Integrated Circuit (ASIC). 

46. (original) The communications station according to claim 36, wherein said MAC is implemented 
in a Field Programmable Gate Array (FPGA). 

47. (original) A computer program product for use in communications station, said computer 
program product comprising: 

a computer useable medium having computer readable program code means embodied in 
said medium for detecting intrusion altempLs by an irapostcr in a communications 
network, said computer program product comprising: 
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compuler readable program code means for determining that a received packet comprises an 

address corresponding to said node; 
computer readable program code means for transtnitiing an emergency packet following the 

end of said received packet if said ncuJe determines said received packet comprises 

the address of itself; 

computer readable program code means for receiving said emergency packet and generating 

an intrusion attempt indication, in response thereto; 
computer readable program code means for detecting a carrier signal without subsequent 

receipt of said emergency packet and transmining an emergency packet request, in 

response thereto; and 

computer readable program code meims for resending said emergency packet in response to 
receipt of said emergency packet request. 
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